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1. O6mue mo0xKeHU

1.1. Hacrosmue [IpaBuna pazpaboTaHbl B COOTBETCTBHH ¢ MONOKEeHUIMU D3 "O mepcoHaTBHBIX
naHHBIX ", ToctaHoBieHUs [IpaBurenscTBa PO ot 6 mromst 2008 r. N 512 "O6 yrBepxaeHuH TpeOoBaHHi
K MaTepHaJIbHbIM HOCUTEIIM OHOMETPHYECKUX II€PCOHATBHBIX JAaHHBIX W TEXHOJIOTHSIM XPAHEHUS TaKHUX
TAaHHBIX BHE WH(OPMALMOHHBIX CHCTEM IIEPCOHABHBIX AAHHBIX'", TOCTaHOBICHHS [IpaBuTtenscTBa PO ot
15 centabps 2008 r. N 687 "O6 yrBepxxnenun Ilonoxenus 06 oco6eHHOCTSIX 00paboTKH TEPCOHATBLHBIX
JAHHBIX, OCYIIECTBJIIeMONM 0e3 HCIONB30BaHUS  CPEACTB  aBTOMATH3aAIMK', IIOCTAHOBJIEHUS
ITpaButensctBa P® or 1 mHoabOps 2012r. N 1119 "OO6 yrBepxnmeHuH TpeOOBaHHM K 3aIuTe
IIepCOHAIBHBIX AaHHBIX IPH UX 00paboTKe B MHPOPMAIMOHHBIX CHCTEMAaX ITePCOHATBHBIX JTaHHbIX .

1.2. Hacrosmue IlpaBuna OIpenesLIIOT OCOOEHHOCTH 00pabOTKH MEPCOHAIBHBIX JTaHHBIX
COTPYAHUKOB B MH(OPMAIMOHHBIX cHCTeMax NepcoHalbHBIX HaHHBIX AHO IO «Y4eGHBINA LEHTp
IlepcriexTuBay. ’

1.3. be3omnacHOCTh IEPCOHANBHBIX NAHHBIX IPU HX 00paboTke B MH(YOPMAIMOHHBIX CHCTEMax
[ePCOHANBHBIX JTaHHBIX (fajnee - HWHQOPMAIMOHHBIE CHCTEMBI) 00ECIEUHBAETCS C IIOMOIIBIO CHCTEMEI
3aIUTHI IEPCOHATIBHBIX JaHHBIX, HEUTPAM3YIOIeH aKTyalbHbIe YTPO3BL.

1.4. Ilom axTyanbHBIMH Yrpo3aMu O€30MaCHOCTH IEPCOHAIBHBIX JAHHEIX I[TOHHUMAETCS
COBOKYITHOCTh YCJIOBHHM H (haKTOPOB, CO3JAIONIMX AaKTyaJbHYIO ONAaCHOCTh HECAHKIMOHMPOBAHHOTO
JIOCTyIIa K IIEPCOHAIBHBIM JAaHHBIM (B TOM YHCJE CIydalHOTO JOCTyIa, B TOM YHCIE KOMIIBIOTEPHBIE
aTakl W UHBIE KOMIIBIOTEPHBIE HHIMJEHTH) NpH HX 00paboTke B HHGMOPMALMOHHON CHCTEME,
pe3ynbTaTOM KOTOPOTO MOTYT CTaThb YHHYTOXKCHHE, H3MCHEHHE, OJIOKHpOBaHWE, KOIMPOBAHHUE,
IIPeIOCTaBICHUE, PACIIPOCTPAHEHHE IEPCOHANBHBIX JaHHBIX, & TAK)KE HHBIE HEIPABOMEPHEIE IeHCTBHIL.

2. OcobenHOCcTH 00padOTKH MEePCOHAIbHBIX JAHHBIX B HH)OPMAIIHOHHBIX CHCTEMAX

2.1. O6paboTKka nepcoHaNbHBIX AAaHHBIX B HH(OPMAIMOHHBIX CHCTEMAax OCYIIECTBIISIETCS IOCIIE
3aBEpIICHMAS DPAbOT IO CO3[JAHHIO CHCTEMBl 3aIUTHl IIEPCOHATIBHBIX IAHHBIX B HH(GOPMAIIMOHHOM
cuCTeMe, €¢ NPOBEPKU U OLEHKH COOTBETCTBHS HH(POPMAITMOHHOM CHCTEMBI MEPCOHAIBHBIX AaHHBIX
TpeboBaHusM 6€30acHOCTH HHGOPMAITUH.

2.2. be3omacHOCTh IEPCOHAIBHBIX JaHHBIX NPH HX 00paboTke B HH(DOPMAITHOHHOU CHCTEME
00eCrieyuBaeT ONepaTop STOH CHUCTEMBI, KOTOpPBIA oOpabaThIBaeT IepCOHANbHBIE NAaHHBIE, WM JIMIO,
ocymecTBILIIomee 00paboTKy MNEpCOHANBHBIX HAHHBIX I10 IOPYYEHHIO OIeparopa Ha OCHOBAaHHH
3aKJIF0YaEMOr0 C 3TUM JIULIOM JOTOBOPA.

2.3. Be3omacHOCTh MEPCOHATBHBIX JaHHBIX IPH X 00paboTke B MHOOPMAIIMOHHBIX CHCTEMAX
ofecrieunBaeTcss C  IOMOIIBIO  CHCTEMBI  3alUTHl  [EPCOHAIBHBIX  JAaHHBIX, BKIIFOYAIOIIEH
OpraHM3allMOHHBIE Mephl M CpelacTBa 3amuThl HHGopManuu (B TOM UHcle IMHAGPOBAILHEIE
(xpunitorpaduueckue) CpeAcTBa, CPeACTBa IPEJOTBPAINEHIS HECAHKIIMOHUPOBAHHOTO JIOCTYTIA, YTEUKH
uHbOpMAIMKM IO TEXHUYECKHUM KaHalaM, IPOTPAMMHO-TEXHHUYECKHX BO3JCHCTBHM Ha TEXHHYCCKHE
cpenctBa 06paboTKM IEPCOHATBHBIX JAHHBIX), @ TAKXKE HCIIONB3yeMble B HH(POPMALMOHHOM CHCTEME
UHGOPMaIOHHBIE TEXHOIOTHH. _

2.4. CoctaB U cozep)KaHHAE MEP IO 3aluTe HHPOpMAaILUH B HHOOPMAIIMOHHBIX CHCTEMAX 3aBHUCST
OT YCTAHOBJICHHOTO YPOBHS 3alUINCHHOCTA HHPOPMAIIMOHHON CHCTEMBL.

2.5. VYcraHOBIeHHE YpOBHS  3AIIUINCHHOCTH  (IEPECMOTP  YPOBHS  3aIUINCHHOCTH)
HHOOPMAIMOHHOM CHCTEMBI MEPCOHAJIBHBIX JAHHBIX IIPOBOJUTCS JIMIIOM, OTBETCTBEHHBEIM 32
opranu3aruio odbpadborku [1]]H.

2.6. Pazpemenrem Ha 06pabOTKy IT€PCOHAIBHBIX JAaHHBIX Ha 00BeKTe HHGOPMAIIMOHHON CHCTEMBI
SIBJIAETCSI IPHKA3 PyKOBOJUTENS O BBOJIE YKa3aHHOTO 00BEKTa B SKCIUTYaTaIlHIO.

2.7. Be3omacHOCTh NEpPCOHAIBHBIX JMJaHHBIX, 00pabaThIBa€MBIX C HCIIOJIB30BAHUEM CPEICTB
aBTOMATH3aI[UH, JTOCTUraeTCs IMyTeM HCKIIOYEHHUS HECAHKIIMOHHPOBAHHOTO, B TOM YHCJIE CIIy4aifHOIo
JIOCTyIa K IEPCOHAIbHBIM JaHHBIM.

2.8. [lepcoHabHbBIE JaHHBIE MOTYT OBITH IIPEOCTABIICHBI U O3HAKOMJICHHS:

a) COTpYIHUKaM, JIOMYIEHHBIM K 00paboTKe NEPCOHATBHBIX TaHHBIX C UCIIOIB30BAHHEM CPEIICTB
ABTOMAaTHU3aI[{H, B 9aCTH, Kacaromehcs uX JODKHOCTHRIX 00s3aHHOCTEH;

0) WHBIM JIHIIaM, B COOTBETCTBUHU C 3aKOHOAATENHCTBOM PO,

2.9. VYNOOTHOMOYEHHBIMH COTPYAHMKaMH IIpd 00paboTKe MEPCOHANBHBIX JaHHBIX B



UHGOPMAIHOHHBIX CHCTEMaxX IIE€PCOHAIBHBIX NaHHBIX IOKHA ObITh obecrieyeHa mX 06€30macHOCTH C
IIOMOIIBIO CHCTEMBI 3aIUThI, BKIIOYAIOMEH OpraHu3alliOHHbIE MEPHI M CPE/ICTBA 3aIUTH HH(OpMAaIUH,
B TOM 4YHCIie MU POBANBHEIE (KpUITOrpaQUIECKIEe) CPENCTRa:

2.10. ObmeH nepcoHaIbHBIMH [aHHBIMH IIpU UX 00paboTke B MHGOPMANHMOHHBIX CHCTEMAx
OCYINECTBIIETCST [0 KaHalaM CBA3M, 3allUTa KOTOPBIX OOecmeduBaeTCs IyTeM pealu3alliu
OpraHU3allMOHHBIX MEpP U IIyTeM IPUMEHEHUS IIPOTPAMMHBIX U TEXHUYECKUX CPEJICTB.

2.11. JHoctyn momp30BaTeNedl K IIEPCOHAIBHBIM JaHHBIM B HH(DOPMAIMOHHBIX CHCTEMax
HEePCOHAIBHBIX JAHHBIX paspelIaeTcs Mocie 00s3aTelbHOr0 IPOX0XKICHUS POIEIYPhl HIACHTH(QUKAIIHH
U ayTeHTH(UKALKH.

2.12. JIunamu, OTBETCTBEHHBIMU 3a obecredeHre 0e30acHOCTU MEPCOHANBHBIX JTAaHHBIX MPH HX
00paboTke B HHPOPMALIMOHHBIX CHCTEMAX, JTOJIKHO OBITH 00eCIeHeHO:

a) CBOEBpPEeMEHHOe OOHapyXeHHe (DaKTOB HECAHKIIMOHHPOBAHHOTO JOCTYyIa K IEPCOHAIBHBIM
JTAHHBIM B HEMEJICHHOE J0BEICHHE TOH MH(OPMAIHH 10 PYKOBOJICTBA;

6) HemomyImeHHe BO3JEUCTBHS Ha TEXHUYECKHE CPEICTBA aBTOMAaTH3MPOBaHHON 06paboTku
NEPCOHATIBHBIX JJAHHBIX, B PE3YJIbTAaTEe KOTOPOT0 MOXKET OBITh HAPYIIEHO UX QYHKIIHOHHUPOBAHHUE;

B)  BO3MOXHOCTh  HE3aME/UIUTEIIBHOTO  BOCCTAHOBJICHHS  IICPCOHAIBHBIX  JAHHBIX,
MOTU(GHUIIMPOBAHHBIX WIIM YHUYTOKEHHBIX BCIECACTBHE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HAM;

I') IOCTOSIHHBIA KOHTPOJIb 32 00€CIIE€UeHNEM YPOBHS 3aIIUIIIEHHOCTH ITEPCOHALHBIX TaHHBIX,

N) 3HaHME M COONIONEHHE YCIOBHUH MCIIONB30BAaHHUS CPEACTB 3aIMUTHl  HHGMDOpPMAIUH,
IIPElyCMOTPEHHBIX IKCILTYyaTallHOHHON U TEXHUYECKOH TOKYMEHTAIUEH;

€) yd4eT INPUMEHSEMBIX CPEICTB 3alUTHl HHPOpPMALWH, SKCIUIyaTallHOHHOM M TEXHUYECKOH
JIOKYMEHTAIMX K HUM, HOCHTEJIEH IIEPCOHABHBIX TaHHBIX;

K) Tnpu OOHApYKCHMHM HapylIeHUH IOpsaKa MPEHOCTaBICHHS MEePCOHAIBHBIX JaHHBIX
HE3aMe/IJINTENIFHOE IIPUOCTAHOBJIEHHE IIPEAOCTABICHUS IIEPCOHANBHBIX JaHHBIX II0JIB30BATENSAM
UHGOPMAIIMOHHOM CHCTEMBI 0 BELIBICHUS IPUUUH HAPYIICHUH U yCTPAHEHHUS STUX [IPUYKH;

3) pa30HpaTENbCTBO U COCTABICHHE 3aKIIFOUEHHH M0 (akTaM HECOOIONEHHUS YCIOBHN XpaHEHHS
HOCHTEJIEH IEPCOHANBHBIX JAHHBIX, HCIIONB30BAHUS CPEACTB 3aIlUTHl MHGOPMANUH, KOTOPHIE MOTYT
IPUBECTH K HApPYIIEHHIO KOH(UAECHIMATBHOCTH NEPCOHATBHBIX NAHHBIX WA APYTHM HapYIIEHHSM,
IPUBOAAIIMM K CHHIKEHHIO YPOBHS 3alMIIEHHOCTH IIEPCOHAIBHBIX JAHHBIX, pa3paboTKa i MPHHSTHE MEP
I10 NTPEIOTBPAIIEHUIO BO3MOKHBIX OITaCHBIX ITOCJIEACTBAN TOJOOHBIX HAPYIICHUH.

2.13. B cmy4yae BBIABIECHHS HapylIeHWH mopsaka oOpaGOTKH TEPCOHATBHBIX MaHHEIX B
uHpopmarmonHbx cucteMax AHO [IIO «YueGHo-kampoBbeni meHTp [lepcmexktuBa-CuMbepomnonsy
IIPUHUMAIOTCS MEPHI 110 YCTAaHOBICHHUIO IPUYNH HAPYIICHHH ¥ WX YCTPAHEHHIO.
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